Conference of CROs and Heads of Risk Department
“Cyber Risk & Resilience: New Frontiers”

Background:

Individual financial institutions face significant exposure to cyber risk as
financial intermediation is information technology-intensive and intermediaries
are highly interconnected, inter alia, through payment systems. Therefore, it
is important that at leadership level in banks and other financial institutions,
there is sufficient understanding of technologies and digital pathways that
generate cyber vulnerabilities, particularly amplified by digital transformation
and interconnectedness. Also, at the leadership level there has to be due
recognition of economic drivers and impact of cyber risk. The planning and
preparedness against cyber-attacks needs to be dynamic and aim at
prevention, mitigation and risk event management including response to
attack. As cyber-attacks morph into new forms each day and find new routes
to penetrate, cyber risk management has to combat the attacks at new
frontiers each time. Enterprise-wide preparedness and capacity at strategic,
operational and tactical levels with dynamic policies, sharp processes,
innovative technologies and cutting edge skill sets are the key requirements.
Accordingly, it is important for banks and other financial institutions to
strengthen their cyber resilience by anticipating and adapting to cyber threats
and other relevant changes in the environment and by withstanding,
containing and rapidly recovering from cyber incidents.

Objective:

This one-day long virtual conference aims at contributing to capacity building
at senior and top executive level. It seeks to discuss some of the recent
developments in the area of cyber-attacks and cyber risk from the
perspectives of strategy, governance and technology. It will deliberate on the
need to move from cyber risk management to cyber resilience strategy.

Program Highlights:

The following will be covered in the virtual conference:
¢ Review of recent cases of cyber-attacks
[}

New frontiers of data protection and cyber risk

Cyber crimes: Case studies, techniques & methods of handling cyber
frauds

Innovative solutions in deception technology — A new tool for effective
handling of cyber-attacks

Cyber resilience — Regulatory approaches and range of supervisory
practices

Legal aspects of cyber-attacks and frauds

Cyber risk management and ERM: New frontier

Program Conditions

+ Conference fee is payable before the conference.
¢ Banks may depute another senior officer if the nominated officer
cannot attend the conference
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Date: May 30, 2022

Time: 09:45 AM to 05:45 PM
Platform: CISCO WebEx

Type: Virtual Conference

Fee: Rs. 20,000/- + @18% GST

For Nomination Form please visit
our site www.cafral.org.in

‘ Last date for filing nomination
May 26, 2022

Pramod Kumar Panda
Senior Program Director
Mob: +91 91300 14460
Email:
pramod.panda@cafral.org.in

Charulatha Ramesha

Program and Relationship Officer
Mob: +91 91360 65827

Email:
charulatha.ramesha@cafral.org.i
n

Participant Profile
The conference is open for the

following executives from
Banks/Financial Institutions &
NBFCs:
CRO/Head of Risk
Management
e Top and Senior executives
dealing with information
security, cyber-crimes &
frauds, cyber risk

management and ERM.

e Directors on Boards

Centre for Advanced Financial
Research and Learning (CAFRAL)
C-8/ 8th Floor, RBI Building,
{ BKC, Bandra (E),
Mumbai — 400 051
www.cafral.org.in
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